GM Fleet - Azure Multi Factor Authentication (MFA)
Guide
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Overview

What is happening?

GM is making changes to enhance security and will begin leveraging Microsoft Multi-Factor
Authentication (MFA) for all GM applications.

What is MFA?

MFA is a security method that requires you to provide more than one form of identification at the time of
login to ensure you are who you claim to be.

Why is GM launching MFA?

MFA provides a higher level of security for GM and reduces the risk of certain types of cyber-attacks.
Passwords can easily be compromised - either by phishing, guessing or other techniques cybercriminals
use.

What is changing?

Employees that utilize GM applications will be prompted to authenticate using MFA before they can
access the application.

Who is impacted?

Employees that access GM applications will be impacted by this change. Each user will be required to
have their own MFA account with Microsoft to complete the sign-in authentication with GM. Also, each
user is required to have their own GM VSP Azure account to sign into GM applications. (Example:
gbrown@vsp.autopartners.net)

What do | need to do to prepare?

You need to set up MFA preferences within Microsoft for the GM environment in order to complete the
sign-in authentication with GM.

Refer to the section Verify and Update MFA Methods for detailed instructions on how to set up a Multi-
Factor Authentication (MFA) preference.




What happens if | do not prepare?

If you do not have an MFA configured, you cannot access any GM applications that MFA has been enabled.
You will be prompted to setup MFA preferences on first-time login. However, you can continue to access
any GM applications that have not yet been activated for MFA. It is recommended to set up MFA now so
you can readily access the applications without any disruption once MFA is enabled for all GM
applications.

What MFA authentication methods are approved for usage with GM?
1. Text message to a cell phone.
2. Phone callto a cell or landline phone.
3. Installation of Microsoft Authenticator on a mobile device.

Note: Emailis not available as a verification method because many users share email accounts.
However, email will be available for account recovery purposes only.




MFA First Time Login Experience

First Time Login Experience and MFA Setup

Follow these steps to sign in to Azure for accessing an application for the first time. If

MFA has not been setup, it will prompt you and guide you through configuring an MFA
method.

1. Signin by replacing vspusername with
your username.

general motors
Sign in

vspusername@vsp.autopartners.net

Can't access your account?

MNext

@.5 Sign-in options

2. Inputyour VSP password.

general motors

& ftest24@vsp.autopartners.net

Enter password

Password

Forgot my password
Sign in

Note: If unable to access the site due to incorrect password, reset your VSP password in Global Connect
and try again. Do NOT update your password via Azure.



https://gcp.vsp.autopartners.net/

3. Click Next.

general motors

More information required
Your organization needs more information to keep

YOur account secure
OII |

4. Read and understand the on-screen instructions.

Use a different account

Learmn more

5. It is recommended that you set up a phone number first. Click |
want to set up a different method if you would like to register
one or more phone numbers for your 2-Step Verification.

Keep your account secure

Microsoft Authenticator

0 Start by getting the app
On your phone. install the Micresof! AuthenScator spp. Divardos? now

After you satal the Microsol ASResSeatorn agp 6N your device, thoose “Next”

| wah? 10 s & B erend suthenthi stor app

——




6. In the drop-down menu, select Phone.

7. Click Confirm.

Choose a different method  ~

W method moukd you e 10 use?

8. Select your country code from the drop-down menu.
9. Enter your phone number.

10.Click Next.

Keep your account secure

Phone

Vou Can prove who yOu &% Dy arteering & Gl On your DROSE Of 1eCEwng 4 (OdE ON your phone:

Wit phone Iumbes wend you e 19 Gte?

(®) Feerre & cote

Mexage 4nd uta rates mary apply. Choosng Nex meuns Tt you 40t 10 w Terims 0f seevice ang Ivaecy

el CooRoes Slaterrend




I I-Eml’:j‘r Thfa Keep your account secure
verification code.

12.Click Next. Phone

Wia just sant a & digit code bo +1 SBE5551111, Enler tha coda balow

@lwﬁ-l-‘.:‘-
Rasend cods m
Back

| waand i ad rank

13.Click Next. Keep your account secure
Phone

en— ALILSA DOMPIEDE. Vool Phone Bid Deen Aegpalened @ -.

Keep your account secure

14.Click Done.

Success!

Great joki 'Weu havve ccashully 56t 1 your security inke. Choeis “Done” 16 oMM tignitg in
Diefault spe- i msethad.
X (14

Note: You may not be redirected to the Azure VSP application screen. To proceed with accessing your

application, close and reopen your browser.




MFA Login Experience

Login Experience for Azure migrated Applications

Follow these steps to sign in to Azure for accessing an Azure application. If MFA is
configured, you will be requested to verify and complete MFA.

1. Signin by replacing vspusername with
your username.

general motors
Sign in

vspusername@vsp.autopartners.net

Can't access your account?

MNext

@.5 Sign-in options

2. Inputyour VSP password.

general motors

& ftest24@vsp.autopartners.net
Enter password

Password

Forgot my password




3. If prompted, complete Multi-Factor
general motors Authentication (MFA).

Verify your identity

.? Face, fingerprint, PIN or security key
Approve a request on my Microsoft
Authenticator app

@l Use a verification code

D Text +X XXXXXXXX31

Q‘g Call +X XHXXXXXXX31

More information

Note: If unable to access the site due to incorrect password, reset your VSP password in Global Connect
and try again.




Verify and Update MFA Methods

How to manage Multi-Factor Authentication (MFA) preferences

Ensuring your MFA preferences are up to date is important to keeping your account secure
and ensuring you can access applications.

Follow these instructions to manage your MFA preferences. You can verify, update, or
configure MFA methods, as well as setup a recovery email.

Azure Sign In

1. Visitthe Microsoft Azure Security Info website and follow these steps.
Sign in by replacing vspusername with
your username.

general motors
Sign in

vspusername@vsp.autopartners.net

Can't access your account?

MNext

@.5 Sign-in options
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https://mysignins.microsoft.com/security-info

Input your VSP password.

general motors

€ ttest34@vsp.autopartners.net

Enter password

Password

Forgot my passwaord

If unable to access the site due to incorrect password, reset your VSP password in Global Connect and try
again. Do NOT update your password via Azure.

2. Review your phone number and email address to ensure they are accurate. If your information is
correct, no further action is required. You can close the window. If either your phone number or email
address are not correct or you would like to set up additional phone numbers or the Microsoft
Authenticator App follow these steps to update them.

Update Multi-Factor Security info
Auihen tic G tio n Sefii n g s These are the methads you use to sign into your acoount or reset your password,
Dafault sign-in mathed: Phane - text +1 5885551111 Change
1. Click Change
4 Add sign-in method o
2. Enfer the comrect phone R, Phone  orsesssm -
number or email address
Phone 4
3. Select the desired verification You canp T
method o
What phone number would you like 1o use?
4. Click Next | united states (+1 ~
5. Enter the verification code °f
() Call me
6. Click Next ageee it o ek and ey i cachio shsbmmndts
Canc
7. Click Done Pins = m

We just sent a 6 digit code to +1 SB65551111. Enter the code below.
°| 475549 |
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https://gcp.vsp.autopartners.net/

Add Avuthenticator as a Sign-in Method

If you want to add an authenticator app as a sign-in method on
your mobile device, follow the steps below.

1. Using a desktop browser, click Add sign-in method.
Security info

These are the methods you use to sign into your account or reset your password.

Dafault sign-in method: Phone - text +1 5865551111 Change
—+ Add sign-in method o
Q‘_,) Fhane +1 5BE5551111 Change Delete

B Emai johndoe@gmailoons Change
2. Select Authenticator app from the drop-down.

3. Click Add. Add a method ®

Which method would you like to add?

| Authenticator app o o |

4, Open the Microsoft Authenticator applicaftion on your mobile device.
If you do not have the latest version of the app currently installed, e
scan the QR code below for your device type or search for the
Microsoft Authenticator app in the Google Play Store or the App
Store and follow on-screen instructions to instaill.

12



5. Click Next on your computer.

Microsoft Authenticator

Bel up your account I

f prompted. allow notdications. Then add an account. and select “Work or schoo

_ P

6. With the Microsoft Authenticator app open on your mobile device, tap
the + plus sign in the upper-right corner.

7. On your computer, click Next.

Microsoft Authenticator

Be( up your account ]

f prompted. sliow notifications. Then add an account, and select "Work or sehoo!

8. On your mobile device, tap Work or school account.

9. On your mobile device, tap Scan QR code.

Add account

Azure AD
122abc@nam.comp.gm com

13



10.Scan the generated QR
code on your computer
screen using the camera
. . Use the Microsoft Authenticator app fo scan the OR code. This will connect the Microsoft Authenticator
on your mobile device. 3pp with your account

After you scan the OR code. choose "Hext™,

Microsoft Authenticator

Ecan the QR code |

11.0n your computer, click
Next.

12.Enter the code displayed
on your computer screen e
info the field on the app. ol

13.0n your mobile device,
tap Yes.

14.Click Next on your
computer.

Microsoft Authenticator E

Let's try it out

v/

PPipprove the notification we're sending to your app by entering the number shown below.

= Authenticator

-39

¥y General Motors
zzzdzzénam.comp.gm.com

Back

Are you trying to sign in?
Garwinl Molors
Iz 2rpifnam comp gm com.

EMIan I Aussbar Shaw 1o g &

Microsoft Authenticator *

I Motification apprnve{i

v/

Back
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Add Email as a Recovery Method

In the future version of MFA, email cannot be used as a verification
method, but it will be used for account recovery. To add your email
to your profile, follow the steps below.

—

. Click Add sign-in method.

Select Email from the drop-down.
Click Add.

. Enter a non-GM email address.

. Click Next.

6. Enter the security code sent to
that email address.

7. Click Next

. You will see a confirmation
message in the upper-right
corner and email will be added
to your list of methods.

Email was successiully registered

Security info

These are the methods you use 10 sign N0 your account or reset your password.

Default sign-in method: Phone - text «1 5865551111 Change

4= Add sign-in method Q

Q, Phone +1586555111)

Lost device? Sign out everywhers

Add a method

Which method would you like to add?

| Email a

o | IEEEE)

Tue, 18 Jul 2023 19:56:02 GMT

Email X
What email would you like to use?

I john.doe@gmail.com I
Email X

We just sent a code to john.doe@gmail.com
12345¢ |

Resend code

15



MFA Reset Process

Azure MFA Reset is typically requested when a user has no usable Azure MFA method, for
example, user only has one MFA phone registered and the phone is lost.

A reset is the last resort and must be requested only when a user is unable to manage their
Azure MFA methods via self-service in the Microsoft Azure Security info site.

Who do | contact if | require assistance?

If you require assistance, please contact the US GM Fleet Solutions Center

USA Support Center:
Phone: 1-800-353-3867

Email: gmfleetsolutionscenter.service@gm.com

What to Expect After MFA Reset

When the user accesses an Azure MFA protected, they will be prompted to set up their MFA methods.

The process to set up Azure MFA is the same as described in the MFA First Time Login — Setting Up MFA
section of the document.

Frequently Asked Questions (FAQSs)

Do I need to complete MFA authentication every time | access a different GM application?

No, once you complete MFA authentication with one GM application you are authenticated to access all
GM applications utilizing MFA. The authentication remains valid as long as your internet browser window
is active and has not timed out. If you time-out or logout, you need to re-authenticate using MFA.

What if | already have an MFA account with my organization or a personal account?
You must have a separate MFA account with Microsoft for the GM environment in order to complete the

sign-in authentication with GM and access GM applications.

16


https://mysignins.microsoft.com/security-info?tenantId=5de110f8-2e0f-4d45-891d-bcf2218e253d&login_hint=vspusername@vsp.autopartners.net
tel:tel:1-800-353-3867
mailto:gmenvolvesolutionscenter.service@gm.com

Important Reminder:

Keeping your MFA contact information up to date is important since it is used to gain and maintain access
into the GM environment for GM applications. Ensure you update your MFA contact information whenever
it changes. Go to the Microsoft MFA site to update your account.

https://aka.ms/mfasetup

Sign into Microsoft with your account or if you are prompted with a list of different accounts, select the
account you want to adjust the MFA settings for. Ensure you select your GM account.

To modify your phone number, click “Change” and follow the prompts to complete the change.

To add a new sign-in method, click on “Add Sign-in method” and follow the prompts to complete the set
up.

Security info

ese are the methods you use to sign into your account or reset your password

Default sign-in method: Phone - text +1 586

Qt s ”“D

Lost device?

Who do | contact if | require assistance?

If you require assistance, please contact the US GM Fleet Solutions Center

USA Support Center:

Phone: 1-800-353-3867

Email: gmfleetsolutionscenter.service@gm.com

17


https://aka.ms/mfasetup
tel:tel:1-800-353-3867
mailto:gmenvolvesolutionscenter.service@gm.com

How do | set up a Multi-Factor Authentication (MFA) account with GM?

1. Go to the Microsoft site.

https://aka.ms/mfasetup

2. You will be presented with the following sign-in screen. Enter your existing GM user ID that you use to
log into GM applications with followed by the GM domain address. Click “Next”.

Example: XXXXXXXXXX@vsp.autopartners.net (XXXXXXXXXX = gbrown)

B® Microsoft

Sign in

I XXOOXXXXXXXX @Vvsp.autopartners.net I

No account? Create one!

Can't access your account?

3. You will be prompted to enter your password. Enter the existing password that you use for your GM
user ID. Click “Sign in”.

general motors

€ I DOOOKXXXXXXX @vsp.autopartners.net I

Enter password

Forgot my password

4. You will be presented with the following screen. Click “Next”.

18


https://aka.ms/mfasetup

general motors

JOOXXXXXXXX @VSp.autopartners.net

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

5. You will be prompted with the following screen. Click on “l want to set up a different method”. The
easiest method to use is a text message to a cell phone.

general motors

I(eep your account secure

Microsoft Authenticator

e Start by getting the app
©On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose “Next™.

want to use a different authenticator app
I mammmﬂemmmml

6. You will be presented with the following screen. Click “Phone”.

Choose a different method X

Microsoft Authenticator
@ Approve sign-in requests or use one-
time codes

Hardware token

@ Sign in with a code from a hardware

token

% Phone
Get a call or text to sign in with a code

7. Enter your phone number and select “Receive a code”. Click “Next”. A code will be sent to your cell
phone via text message.

19



Phone

You can prove who you are by answering a call on your phone or receiving a code on your phone,

What phone number would you like to use?

l Canada (+1) 416-123-4567

P -
(®) Receive a code

O Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy

and cookies statement.

| want to set up a different method

8. Enter the 6-digit code in the appropriate field and click “Next”.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are,

Phone

We just sent a 6 digit code tdi+1 416-123-4567) Enter the code below

=

Lwant to set up a different method

9. You will receive a confirmation that your phone is registered. Click “Next”.

Phone

° Verification complete. Your phone has been registered.

10. You will receive another confirmation indicating you have successfully set up your security information.
Click “Done”.

20



Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

&3 Phone
+1416-123-4567

=]

11. This completes the initial MFA setup.

12. When you access GM applications you will be presented with the following MFA screen. Select “Text”.

general motors
-4.\«‘ autopanners.net

Verify your identity

[ 7ex <x30000000016

% Call « X 200000001 £

Are your venAcaton methods current? Check at

s/ /aka v sietup

13. Enter the code you received from the text message. Click “Verify”.

general motors

Enter code

We texted your phone + X 000000016, Please

enter the code 10 sgn

Havng troutie’

14. The GM application will be opened.

21



How do I log in with a VSP Account?

1. Once your MFA (Multi Factor Account) preferences are set up, you will be prompted to sign in using
your credentials.
2. Login via VSP users ID and password ID@vsp.autopartners.net
BB Microsoft
Sign in
ID@vspAaumpanners.ned
Can't access your account?
Next

After logging in with your credentials, you will see a list of available verification options. Select your
preferred method and verify your identity

Choose a different method X

Microsoft Authenticator
@ Approve sign-in requests or use one-

time codes

Hardware token

@ Sign in with a code from a hardware

token

% Phone
Get a call or text to

sign in with a code
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