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Overview 
What is happening? 

GM is making changes to enhance security and will begin leveraging Microsoft Multi-Factor 
Authentication (MFA) for all GM applications.   

 

What is MFA? 

MFA is a security method that requires you to provide more than one form of identification at the time of 
login to ensure you are who you claim to be. 

 

Why is GM launching MFA? 

MFA provides a higher level of security for GM and reduces the risk of certain types of cyber-attacks.  
Passwords can easily be compromised – either by phishing, guessing or other techniques cybercriminals 
use. 

 

What is changing? 

Employees that utilize GM applications will be prompted to authenticate using MFA before they can 
access the application. 

 

Who is impacted? 

Employees that access GM applications will be impacted by this change.  Each user will be required to 
have their own MFA account with Microsoft to complete the sign-in authentication with GM.  Also, each 
user is required to have their own GM VSP Azure account to sign into GM applications.  (Example:  
gbrown@vsp.autopartners.net) 

 

What do I need to do to prepare? 

You need to set up MFA preferences within Microsoft for the GM environment in order to complete the 
sign-in authentication with GM. 

Refer to the section Verify and Update MFA Methods for detailed instructions on how to set up a Multi-
Factor Authentication (MFA) preference. 
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What happens if I do not prepare? 

If you do not have an MFA configured, you cannot access any GM applications that MFA has been enabled.  
You will be prompted to setup MFA preferences on first-time login. However, you can continue to access 
any GM applications that have not yet been activated for MFA.  It is recommended to set up MFA now so 
you can readily access the applications without any disruption once MFA is enabled for all GM 
applications. 

 

What MFA authentication methods are approved for usage with GM? 

1. Text message to a cell phone. 

2. Phone call to a cell or landline phone. 

3. Installation of Microsoft Authenticator on a mobile device. 

Note:  Email is not available as a verification method because many users share email accounts.  
However, email will be available for account recovery purposes only. 
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MFA First Time Login Experience  
First Time Login Experience and MFA Setup 
Follow these steps to sign in to Azure for accessing an application for the first time. If 
MFA has not been setup, it will prompt you and guide you through configuring an MFA 
method.  

 

 

1. Sign in by replacing vspusername with 
your username. 

  

 

2. Input your VSP password. 
 

Note: If unable to access the site due to incorrect password, reset your VSP password in Global Connect 
and try again. Do NOT update your password via Azure.  

https://gcp.vsp.autopartners.net/
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Note: You may not be redirected to the Azure VSP application screen. To proceed with accessing your 
application, close and reopen your browser. 
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MFA Login Experience 
Login Experience for Azure migrated Applications 
Follow these steps to sign in to Azure for accessing an Azure application. If MFA is 
configured, you will be requested to verify and complete MFA.  

 

1. Sign in by replacing vspusername with 
your username. 

  

 
 

2. Input your VSP password. 
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3. If prompted, complete Multi-Factor 
Authentication (MFA).  

Note: If unable to access the site due to incorrect password, reset your VSP password in Global Connect 
and try again.  
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Verify and Update MFA Methods 
How to manage Multi-Factor Authentication (MFA) preferences 
Ensuring your MFA preferences are up to date is important to keep ing your account secure 
and ensuring you can access applications.  

Follow these instructions to manage your MFA preferences. You can verify, update, or 
configure MFA methods, as well as setup a recovery email.  

Azure Sign In  

1. Visit the Microsoft Azure Security Info website and follow these steps. 

 

Sign in by replacing vspusername with 
your username. 

  

https://mysignins.microsoft.com/security-info
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Input your VSP password. 
 

If unable to access the site due to incorrect password, reset your VSP password in Global Connect and try 
again. Do NOT update your password via Azure.  

 

2. Review your phone number and email address to ensure they are accurate. If your information is 
correct, no further action is required. You can close the window. If either your phone number or email 
address are not correct or you would like to set up additional phone numbers or the Microsoft 
Authenticator App follow these steps to update them. 

 

https://gcp.vsp.autopartners.net/
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MFA Reset Process 
Azure MFA Reset is typically requested when a user has no usable Azure MFA method, for 
example, user only has one MFA phone registered and the phone is lost.  

A reset is the last resort and must be requested only when a user is unable to manage their 
Azure MFA methods via self-service in the Microsoft Azure Security info site.  

Who do I contact if I require assistance? 

If you require assistance, please contact the US GM Fleet Solutions Center 

USA Support Center:  

Phone:  1-800-353-3867 

Email: gmfleetsolutionscenter.service@gm.com 

What to Expect After MFA Reset 

When the user accesses an Azure MFA protected, they will be prompted to set up their MFA methods. 

The process to set up Azure MFA is the same as described in the MFA First Time Login – Setting Up MFA 
section of the document. 

Frequently Asked Questions (FAQs) 

Do I need to complete MFA authentication every time I access a different GM application? 

No, once you complete MFA authentication with one GM application you are authenticated to access all 
GM applications utilizing MFA.  The authentication remains valid as long as your internet browser window 
is active and has not timed out.  If you time-out or logout, you need to re-authenticate using MFA. 

What if I already have an MFA account with my organization or a personal account? 

You must have a separate MFA account with Microsoft for the GM environment in order to complete the 

sign-in authentication with GM and access GM applications. 

https://mysignins.microsoft.com/security-info?tenantId=5de110f8-2e0f-4d45-891d-bcf2218e253d&login_hint=vspusername@vsp.autopartners.net
tel:tel:1-800-353-3867
mailto:gmenvolvesolutionscenter.service@gm.com
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Important Reminder: 

Keeping your MFA contact information up to date is important since it is used to gain and maintain access 
into the GM environment for GM applications.  Ensure you update your MFA contact information whenever 
it changes.  Go to the Microsoft MFA site to update your account. 

https://aka.ms/mfasetup 

Sign into Microsoft with your account or if you are prompted with a list of different accounts, select the 
account you want to adjust the MFA settings for.  Ensure you select your GM account. 

To modify your phone number, click “Change” and follow the prompts to complete the change. 

To add a new sign-in method, click on “Add Sign-in method” and follow the prompts to complete the set 
up. 

Who do I contact if I require assistance? 

If you require assistance, please contact the US GM Fleet Solutions Center 

USA Support Center:  

Phone:  1-800-353-3867 

Email: gmfleetsolutionscenter.service@gm.com 

https://aka.ms/mfasetup
tel:tel:1-800-353-3867
mailto:gmenvolvesolutionscenter.service@gm.com
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How do I set up a Multi-Factor Authentication (MFA) account with GM? 

 

1. Go to the Microsoft site. 

https://aka.ms/mfasetup 

2. You will be presented with the following sign-in screen.  Enter your existing GM user ID that you use to 
log into GM applications with followed by the GM domain address.  Click “Next”. 

Example:  XXXXXXXXXX@vsp.autopartners.net     (XXXXXXXXXX = gbrown) 

 

3. You will be prompted to enter your password.  Enter the existing password that you use for your GM 
user ID.  Click “Sign in”. 

 

4. You will be presented with the following screen.  Click “Next”. 

https://aka.ms/mfasetup
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5. You will be prompted with the following screen.  Click on “I want to set up a different method”.  The 
easiest method to use is a text message to a cell phone. 

 

6. You will be presented with the following screen.  Click “Phone”. 

 

7. Enter your phone number and select “Receive a code”.  Click “Next”.  A code will be sent to your cell 
phone via text message. 
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8. Enter the 6-digit code in the appropriate field and click “Next”. 

 

9. You will receive a confirmation that your phone is registered.  Click “Next”. 

 

10. You will receive another confirmation indicating you have successfully set up your security information.  
Click “Done”. 
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11. This completes the initial MFA setup. 

12. When you access GM applications you will be presented with the following MFA screen.  Select “Text”. 

 

13. Enter the code you received from the text message.  Click “Verify”. 

 

14. The GM application will be opened. 
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How do I log in with a VSP Account?  

1. Once your MFA (Multi Factor Account) preferences are set up, you will be prompted to sign in using 
your credentials. 

2.  Login via VSP users ID and password ID@vsp.autopartners.net  

 

3. After logging in with your credentials, you will see a list of available verification options. Select your 
preferred method and verify your identity  

 

 

 

mailto:ID@vsp.autopartners.net



